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Poll

In which of these environments, if at all, are you using Apache Kafka today?

1. Self managed - On premise (Bare metal, VM)

2. Self managed - Public cloud (AWS EC2, etc.) @

3. Self managed - Virtual private cloud (Kubernetes, Mesos, etc.)

4. Kafka as a Service — Public cloud g
5. We do not currently use Apache Kafka O
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Disclaimer: This is a fictional story (but not far from reality)...

AMAZ ING

. -

SHAVER MYSTERY

THE MOST SENSATIONAL TRUE STORY EVER TOLD
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Global automotive company builds connected car infrastructure

Digital Transformation

* |Improve customer experience
* |Increase revenue
* Reduce risk

3 years ago Today 2 years In the future

Time

Connected car Improved processes
Infrastructure in production leveraging machine learning
for first use cases

Project begins
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Analyze and act on critical business moments

Windows of Opportunity
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Machine Learning (ML)

...allows computers to find hidden insights without being explicitly
programmed where to look.

Machine Learning Deep Learning
Decision Trees CNN
Nalve Bayes RNN

Clustering Autoencoder
Neural Networks Etc.

Etc.
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The First Analytic Models

@ python

#&n (queens) :
3 in range (BOARD 313X

gest_queens = queess

validate (Cest S

How to deploy the models
In production?
...real-time processing?
...at scale?

..24/7 zero downtime?

O
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Hidden Technical Debt in Machine Learning Systems

Configuration Data Collection Serving

Infrastructure

Fealure
Management Toola

https://papers.nips.cc/paper/5656-hidden-technical-debt-in-machine-learning-systems.pdf
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Impedance mismatch between model development and model deployment

Machine Learning & Production Engineers

l—l—'\

Data Engineers Data Scientists & Researchers

““ . .'.." .'."

« Mistoncal o Data visualization «» Model selection o Pipelnes, not just  « Predict given new
« Streamung e Feature & evaluation models data
transformation & » Versoning « Monitorng & live
engineening evaluation
Feedback Loop

Machine Learning & Production Engineers

https://www.slideshare.net/NickPentreath/productionizing-spark-ml-pipelines-with-the-portable-format-for-analytics-100788521
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Scalable, Technology-Agnostic ML Infrastructures

Meet Michelangelo: Uber’s ML Pipeline
Machine Learning Platform ata Scientist:

.. ...

NETFLIX L8

What is this §@ kafka

nttps://www.infoq.com/presentations/netflix-ml-meson thing used everywhere?

nttps://eng.uber.com/michelangelo
nttps://www.infoq.com/presentations/paypal-data-service-fraud O
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Apache Kafka—The Rise of a Streaming Platform

Producer Consumer
6\ &
Connectors The Log Connectors

e

Streaming Engine
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* Kafka Is not just used by tech giants

Apache Kafka at Scale at Tech Giants ** Kafka is not just used for big data

Linked[f;].  NETFLIX

> 4.5 trillion messages / day > 6 Petabytes / day

eb V' P PayPal m Pinterest “You name it”

UBER

--CON Fl Uent Apache Kafka and Machine Learning — Kai Waehner | 12



Confluents - Business Value per Use Case

Example Case Studies

Example Use Cases (of many)
; ; ; n
% kafka Strategic Objectives Website / C Y
i (sample) ebsite / Lore The [Silicon Valley] Digital Natives;
o Key Drivers ‘ 8petraltll\lons System) LinkedIn, Netflix, Uber, Yelp...
=3 - _ entral Nervous System
-confluent Core Business eal-time anp o
- Real Time Streaming Platform for
Increase Platform ‘ updates Communications and Beyond: Capital One
Revenue o . |
Simplifying Omni-channel Retail at
(make money) ICm p:ove ‘ Customer 360 Scale: Target
ustomer
: Connected Car: Navigation & improved
ST Experlence ‘ loT sensor In-car experience: Audi
(Cx) : :
Ingestion
J Predictive Maintenance: Audi
Business | | o
eSSy Increase @ icoserices Developer veosty. Bl Sattu
dlue D Operationa| Architecture Streams: Funding Circle
ecrease . P
Efficiency Digital |
Costs ‘ replatforming/ Mainframe Offload: RBC
(save Mainframe Offload
money) Migrate to ‘ Middleware Application Modernization: Multiple
Sl Cloud replacement Examples
Online Security _ _
‘ (syslog, log Kagka als a Service - A T?Ie of Security
aggregation, Splunk and Multi-Tenancy: Apple
FraUd replacement)
. . Detection i
Mltlgate Risk ‘ Online Fraud Detection ?ier;c]eec.:tplzaggl& Prevent Fraud in Real
(protect money) |
S Faster transactional Streaming Platform in a regulated
Regulatory ‘ processing / analysis environment (e.g. Electronic Medical

incl. Machine Learning / Al Records): Celmatix
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https://www.youtube.com/watch?v=yGLKi3TMJv8?end=1412.4
https://www.confluent.io/kafka-summit-nyc17/simplifying-omni-channel-retail-at-scale/
https://www.confluent.io/customers/rbc
https://www.youtube.com/watch?v=yGLKi3TMJv8?end=1412.4
https://www.confluent.io/customers/celmatix
https://www.confluent.io/customers/AqWEdQRX5564FrmQHhQ7bP
https://www.confluent.io/customers/5F2gh7EnB6UmSA53gzeKD9
https://www.confluent.io/fraud-detection
https://www.paypal-engineering.com/tag/kafka/
https://www.confluent.io/customers/WuqSGtpnGJo5eHpHctbF63

Apache Kafka's Open Source Ecosystem as Infrastructure for ML

Feature Data Input

Model
Params, Model
Features Params
Production Model
. Building
App
Output Training Data
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Apache Kafka's Open Ecosystem as Infrastructure for ML

Kafka
Connect q
Go/.NET /Python

Kafka Producer \

Model
Params,
Features

Production Cafl
Kafka ML od afka
Streams Building Streams

-
Output Training Data
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Getting Started

Okay, let's build our own
ML infrastructure step by
step. Where do we start?
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Connected Car Infrastructure in Production on AWS

The big data team
has the data already.

Real time tracking of the cars
to enable new, innovative digital services
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Why did they choose Confluent Cloud?

Why Cloud?

« Extreme Scale

« Dynamic Instances

« Special Hardware (GPUs, TPUs))
‘ ‘ Why Confluent Cloud?

No operations burden

* 99.95 Enterprise SLA, guaranteed high throughput, low ms latency end-to-end
O f luent cloud » Confluent Ecosystem, Multi-Cloud + on premise Deployments,
Apache Kafka' as a Service  End-to-End monitoring with Confluent Control Center

_ _Nog
wEramazon

47 webservices
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Replication of loT Data from AWS to GCP

Replication
- N .. .‘ Confluent Replicator ....‘

4 N\

r \ Analytics
|| pevices confluent cloud confluent cloud
\\ Apache Kafka as a Service Apache Kafka' as a Service
- J
j 1 o
iEEramazon -
4¥ webservices

Google Cloud Platform

We should also use
Kafka, but—oh no..GCP
Is the strategic cloud

for the analytics team!
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Poll

Which of the following use cases would you expect for
hybrid Kafka deployments and replication of data?

1. Backup / Separation of Concerns g

2. Disaster recovery

3. Active / active deployments @
4. Cloud migration
5. We don't anticipate using a hybrid deployment
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Data Preprocessing

N\

Preprocessing

0...0
Data Ready

confluent cloud
Apache Kafka" as a Service # fo r
Filter, transform, anonymize, extract features

- )
l) A Model Training

kafkao

Google Cloud Platform
Streams
"W

Data needs to be
« Use KSQL to preprocess data at scale without coding preprocessed at
« Use SQOL statements for interactive analysis scale and reusable!

+ deployment to production at scale O

« Leverage e.g. Python with KSQL REST interface o
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Preprocessing with KSQL

SELECT car 1i1d, event 1d, car model id, sensor input

FROM car sensor cC
|..l
Y

LEFT JOIN car_models m ON c.car_model_1id =
Zjupyter e “

m.car model 1d
WHERE m.car model type ='Audi A8';

'“L'f;f:fgfzi?;"2;;:::?“;:;;:*ixﬂ%*:r"t‘ix;” “li’ ““‘
Apache Kafka and Machine Learning — Kal Waehner \ 22

: jupyter Interactive KSQL Python Integration within Jupyter NOtebooK Las Creospent 32 mentes 500 (stosaved oo

& python™ |r=n-o-

~3
-

t fres Asqil Ispocy KSQLARI

'R

si3ss35ss
$313833833%

I
FEIFEIELD

1 ’ '
T
- — . ———— —
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. - -
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EedTRITRILE
' B & BE E E B
sBRERENEG

M B B B B B B A B
' ' = » " " R

--:é:onfluent

T A B EREEERE
g833333393%
k)




Data Ingestion into a Data Store

Preprocessed
Data

--:é:onfluent

« “Kafka Benefits Under the Hood"

» kafkq « QOut-of-the-box connectivity
« Data format conversion
Connect » Single message transformation

(including error-handling)

3 N S
amazon | S3
o : o ssant

(‘.ooglc |

Amazon SageMaker

There isn't just
one ML solution.

We need to be
flexible!

O

Cloud Machine Google Bnguery o

Learning Engine
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Model Training using a Data Store

Machine Learning Feedback (:()()31&‘ Cloud Storage

. - s
O

Cloud Machine

@st DaD—4 Hypothesis jummmmpp| Performance
Learning Engine

¥ TensorFlow

¥

Analytic Model

Let's build some models
at extreme scale using
TensorFlow and TPUs!
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Model Training without additional Data Store

tensorflow / lo

<) Code

Banch master = 10 [ tensortiow 10

kafka

® warch -

Credlenew e Uploadfies F ndfle Haery

20

S B VFork 2

§€ kafka

‘® TensorFlow

https://github.com/tensorflow/io/tree/master/tensorflow_io/kafka

--:ccmfluent

Native integration between Kafka and TensorFlow
KafkaDataSet and KafkaOutputSequence for TensorFlow
Written in C++ (linked with librdkafka

Part of the graph in TensorFlow

Direct training and inference from streaming data

No data storage like S3 or HDFS needed

Apache Kafka and Machine Learning — Kal Waehner \
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Analytic Model (Autoencoder for Anomaly Detection)

...........

0.500

......

........

..........

confluent

1 v e : . -
loss v w— | metrics A
- . v
——a— Ouspder
_ » “ m

~—

\‘P/
‘I’I‘
/‘ l\ &

¥ TensorFlow

I3V an ablend ol red{0 5] s'au«tefo 77/

S —— -—

( Decodez )0 T, |
T
 Decoderl |0 T, N
|
Encode2 |0 T,
lEMn -

Apache Kafka and Machine Learning — Kal Waehner \
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AutoML

AutoML
black box

Trained
model

J

Answer

ING y

ATA

Hold on. This is still too complex
for many of our use cases! We
don’t have many data scientists.
How can we help developers
build models?

Quer;,
x N

http://slideplayer.com/slide/10575150/

0 K508 W DataRobot

Cloud AutoML

Driverless Al: Your Expert System for Al

“One-click Data-in Model-out Simplicity”
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Replayability — a log never forgets!

Time

o . .

Distributed Commit Log

§g kafka

T
-=cf--r)

q Producer

Different models with same data

® DataRobot Different ML frameworks
'W Model X AutoML compatible

A/B testing

Model A

Google Cloud Storage HDFS
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The Need for Local Data Processing

g8 katka Confluent
. (o Replicator ¥® TensorFlow

> ) ‘2
confluent cloud confluent cloud Model

Apache Kafka as a Service Apache Kafka" as a Service

Ny
alpgrélgeg 9 CLOUD

Google Cloud Platform

‘
‘.‘
.

Pll data » - - CO R F | UGN t - Local Processing (ON PREMISE
o &3 kafka

We are ready to use our
models for predictions,
BUT all the PIl data needs to
be processed in our local data
center!

Apache Kafka and Machine Learning — Kal Waehner \ 29
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Self managed on premise deployment for model deployment and monitoring

:=confluent

3

Oh no...self-managed
Kubernetes + Kafka ecosystem
= operations nightmare

What about scaling brokers,
external clients, persistent

volumes, failover, rolling
upgrades, and so on?

kubernetes

& oy 2 RA
docker

MESOSPHERE

CLOUDFOUNDRY

Confluent Operator takes over the challenge of operating Kafka on Kubernetes!

(Automated provisioning, scaling, fail-over, partition rebalancing, rolling updates, monitoring, ...)
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Stream Processing vs. Request-Response for Model Serving

Okay, we deploy locally.
But how to do the model inference?

Can Kafka and Kubernetes
help here?

Apache Kafka and Machine Learning — Kal Waehner \



Model Deployment - Option 1:

RPC communication to do model inference

--:confluent

Input Event

<

kafkao

Streams

<

Prediction

|
A

A
)
|

W

gRPC

Request

—
—

Response

Model Serving

TensorFlow Serving

¥ TensorFlow
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Model Deployment - Option 2:
Model interference natively integrated into the App

--:é:onfluent

Input Event

<

A
kafka ki
i

Streams
W

¥ TensorFlow

<

Prediction
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Stream Processing vs. Request-Response for Model Serving

A
. Request
% klekCI |al > TensorFlow Serving

Streams N\ < H20 Steam
I i

l " Response

Output Data

Amazon Sagemaker

Pros of a Model Server: Cons (== Pros of Deployment in the Streaming App):
« Simple integration with existing technologies « Worse latency as remote call instead of local
and organizational processes Inference
» Easier to understand if you come from non- « No offline inference (devices, edge processing,
streaming world etc.)
« Later migration to real streaming is also « Coupling the avalilablility, scalability, and
possible latency/throughput of your Kafka Streams
» Model management built-in for different application with the SLAs of the RPC interface
models, versioning and A/B testing « Side-effects (e.g., in case of failure) not covered

by Kafka processing (e.g., exactly once)
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Confluent Schema Reqistry for Message Validation

« “Kafka Benefits Under the Hood"
Input Data » Schema definition + evolution
« Forward and backward compatibility

—=CON fluent + Multi data center deployment
Schema

&3 kafko o
=

App 1 App X

| am a little bit worried.
How can we ensure every
team in every data center
produces and consumers
correct data?

O
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Monitoring the infrastructure for ML

. G

Go / .NET / Python Rest P
Kafka Producer \\ estrroxy

Feature Data Input

Zconfluent
Control Center A

Model 4mmmm) Schema Registry

Params, Model
Features Params

Production |4~~~ T
Kafka b ML Kafka Bﬂﬁgﬁ' Kafka
Streams App \/ \_/V g Streams

Training Data

Output T (5{) Java

KSQL <

Build vs. Buy
Hosted vs. Managed
Basic vs. Advanced
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KSQL and Deep Learning (Auto Encoder) for Anomaly Detection

Kafka Ecosystem

Other Components

A
_

:=confluent 58

—

Appl)_l Filter Q
Analytic Anomalies 2
Model /

All Data
At the edge On premise DC




Model Training with Python, KSQL, TensorFlow, Keras and Jupyter

: jupyter python-jupyter-apache-kafka-ksql-tensorflow-Keras Last Checkpont: o tew seconds a0 (stosaved) A Logout

F o Eom Ve~ Vet o v red el Traatec Ip.'.'-'n 3 O

*bzboonm-.cp Martbiren

Setwp for the ICSCL APY:

In 1]y freom keql lepors ES0LAFI
client = ESQLAPI( ‘http://localhoat 18088

In [3): ellent.create table(table name~ users origisal’,
columns _type~| registertise bigint’, ‘gender varchar’', regionid varchar', "userid varchar’),
topic™ uners’,
value formats'Jiow ",
Rey = ‘userid’)

Out[d]: Tree

In [6): client.kagl| ashow tables )

Cutisls [{"frype’ 1 "tables’,
"StatementText 1 “show tables: ',
‘tablea’: [{ 'type': "TANE',
‘name’: "USERS ORIGINAL®,
‘toples “esers’,
"format s "JBOm",
"AWindowed 't Talse))))

Exacute 33 query and keep lnfening straaming cata:

In [4]: Quary = ¢client.gquary( select * from users origisal’)
for item in Query: print(item)

(‘fov‘x(‘colmﬁ(lSUSlOﬂSNl.‘m.r SELIABNI24008709,70THER ", "Region 47, "Daer 57 )), TerrorMessage“ tnull, “finalMessa
?f;?::tooxm' HEASAISI0ALISIEL, "0uer A7 0506540544004, 70THER”™ , "Region_)7,"0ser 87 ), "erroressage” inuil, " finaiMessa
:’:;?::!eoxmn(xsuslou»n.'mu 2 515464455002, TEMALE" . "Reglon Y . "User 27 ) ., "ezrorNessage” inell, “finalNess
:?.ro:’,zz&zozm° HEASAISI0ALETIS,"0uer 7 0514150220200, 0OTHER”™ , "Regicn_ 47 ,"0ser_ 37 ), "erroressage” inuil, " finaiMessa
e nuii)

The only server requirement is a local KSCL server running (with Kafka broker ZK node}. f you don't have it running, just use Confluent CLE

| confleent start ksql-server

This CLI is intended for development oaly, not for prodoction

httpa://docs.confluent.io/current/cli/index. htal

Using CONFLUENT CURRENT: /var/folders/0s/0xdkbinilyqdblfa?i®262)c0000gp/T/contlvent.OnWtkbhu
Starting zoo0keeper

zockeeper is |UP)

Starting kafka

kafka ia [UP)

Starting schema-registry

schema-regiastzy ia [UP)

Starting ksql-server

kasql-sezver is [UP)

Data Integration and Preprocessing with Python and KSQL

First of all, create the Ka'ka Topic ‘crecdiicardiraud_source’ # it does not exist aready:

t 1 kafka-topics --zcokeeper localhoat:2181 --create --topic creditcardfraud _source --partitions J --replication-factor 1

https://github.com/kaiwaehner/python-jupyter-apache-kafka-ksqgl-tensorflow-keras

--}:onfluent
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Model Deployment with Apache Kaftka, KSQL and TensorFlow

Kafka Ecosystem

Other Components

N’P‘Y Filter
m'*' ’ / . k

“CREATE STREAM AnomalyDetection AS
SELECT sensor_id, detectAnomaly(sensor_values)

!

User Defined Function (UDF)

Lo}
T -
of e

FROM car_engine;"

® lensorfFlow
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Live Demo

=

~ pgthon i % kafka lﬂ'

XA
Yoo .
A -

"

End-to-End Sensor Analytics...

Python, Jupyter Notebook, TensorFlow, Keras, Apache Kafka, KSQL and MQTT
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Model Training with Python, KSQL, TensorFlow, Keras and Jupyter

m dna
B models

B pictures

| Python Tensorfiow Keras Fraud ,

readme. md

9 readme.md

g kalwaehner Added link to blog post for alternatives to generate test data

| Python Tensorfiow Keras Fraud ..

| live-demo___python-jupyter-apa..

=] python-jupyter-apache-kafka-k...

Added 1000 samples

Mode!l as protobuf (for Google ML Engine [/ TensorFlow Serving)

Added picture for Kafa Administration in Jupyter Notebook

Acded explanations 1o undersiand the Autoencoder mplementation better
Added commands 1or TensorBoard

Added link to blog post for alternatives to generate test data

Added commands for Kafka Administration (Starting server, Creating Xa...

Refactoring, improved headings, removed warning about ‘work-in-progre

Latest commit 49218e3 3 days ago

7 days ago
29 days ago
4 days ago
4 days ago
29 days ago
3 days ago
4 days ago

4 days ago

s

Use Case: Fraud Detection for Credit Card Payments

We use test data set from Kaggle as foundation to train an unsupervised autoencoder to detect anomalies and
potential fraud in payments

Focus of this project is not just model training, but the whole Machine Learning infrastructure including data
ingestion, data preprocessing, model training, model deployment and monitoring. All of this needs to be scalable,
reliable and performant.

Technology: Python, Jupyter, TensorFlow, Keras, Apache Kafka,
KSQL

This project shows a demo which combines

« simplicity of data science 100ls (Python, Jupyter notebooks, NumPy, Pandas)
« powerful Machine Learning / Deep Learning frameworks (TensorFlow, Keras)

« reliable, scalable event-based streaming technology for production deployments (Apache Kafka, Kafka Connect,
KSQL).

i@ @ @ @
S SN N
S 4? L= Decode
S 2

o @ @ @

- % Encode

—_errYYe

Reshapel0 7]

-~

o iVanablemsaized)) 16] Q:unlv(on'f
o metrics | SSE 00 g

- 5

https://github.com/kaiwaehner/python-jupyter-apache-kafka-ksqgl-tensorflow-keras

--:é:onfluent
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https://github.com/kaiwaehner/python-jupyter-apache-kafka-ksql-tensorflow-keras

Deep Learning UDF for KSQL for Streaming Anomaly Detection of MQTT IoT Sensor Data

|| kaiwaehner [/ ksql-udf-deep-learning-mqtt-iot Ouomatech 4 Wowe 9 Yrex o
<> Code Issues 1 1Pyl requests 0 Projects 0 Wiki Insights £ Settings
Deep Learning UDF for KSQL for Streaming Anomaly Detection of MQTT loT Sensor Data ra:

wi'a Kafa-conrect afca-client confivem confyent-platiorm Con-sSurce deep-earning machine -earning tensorflow

h2osi s sy SQlt  Natape 1000

{0 23 commits ¥ 1 branch > 0 releases

Branch: master * New pull request

K& Waehner and Kal Waehner Fixed order of commands

B pictures Added picture with MQTT / Kafka architecture 2 Cays #go
m sc/man Removed Kalka Streams code (not needed for the UDF) 2 Cays ago
» LICENSE Initial commit 8 cays ago
» README.md Explained that katkakat is optional and just a comfortable alternativ... 15 hours ago
v Ive-demo.adoc Fixed crder of commands 14 hours ago
» pom.xmi Removed Katka Streams dependency (not needed for the UDF) 2 days ago
= sensor_generator.sh Bash script which generates new Sensor events continously 15 hours ago
5 README.md 7

Deep Learning UDF for KSQL for Streaming Anomaly Detection

of MQTT loT Sensor Data

42 1 comtributor & Apache-2.0

Cresto s e | Uplond s | P

Latest commt ¢f1ccb4 14 hours ago

https://github.com/kaiwaehner/ksql-udf-deep-learning-matt-iot

--:é:onfluent
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https://github.com/kaiwaehner/ksql-udf-deep-learning-mqtt-iot

Comparing our current project status to others

Meet Michelangelo: Uber's ML Pipeline Lisin?
Machine Learning Platform ata Scientist

i N

Well,
we are not there yet,
but getting closer
every month!
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Poll

Which of the following use cases are you most likely to to utilize Kafka for over

the next year?
4. Stream processing with machine learning O

2. Data pipeline (processing with Kafka)

1. Data ingestion (processing e.g. batch in Spark) @

3. Stream processing (e.g. Kafka Streams, KSQL)

5. Other (like microservices, event sourcing, storage)
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Confluent Delivers a Mission-Critical Event Streaming Platform

Database Log Events loT Data Web Events other events
Changes

DATA INTEGRATION Co nﬂuent Platform REAL-TIME APPLICATIONS
________ Management & Monitoring |
[ Hadoop } Control Center | Security [ Transformations }
i \. N Enterprise Operations i |
Database ~ 1--r-r e Replicator | Auto Data Balancer | Connectors | MQTT Proxy | KubernetesOperator S Custom Apps
N J N J
- paa | Data Compatbility . ! .
Warehouse Schema Registry Analytics
J
Development & Connectivity
CRM e Clients | Connectors | RESTProxy | Ksq. N Monitoring
Apache Kafka®
other [ttt Core | ConnectAPl | StreamsAPI 1 EEE other
~—— ~——
CUSTOMER SELF-MANAGED CONFLUENT FULLY-MANAGED
Gﬁ Datacenter {Y Public Cloud «ofle Confluent Cloud
--COnN fl uent () COMMUNITY FEATURES @ covMERCIAL FEATURES Apache Kafka and Machine Learning — Kai Waehner | 45




Best-of-breed Platforms, Partners and Services for Multi-cloud Streams

. Microsoft
- i RED HAT
Eiheptio 7 vEs0SPHERE  (§9) E3oiler service Seekner  AWS D A ...
Google Cloud Platform ‘ ‘

confluent c|oud

SELF MANAGED

| Confluent |

Replicator

Private Cloud Hybrid Cloud Public Cloud

Deploy on bare-metal, VMs, Build a persistent bridge between Implement self-managed in the public
containers or Kubernetes in your datacenter and cloud with cloud or adopt a fully managed service
datacenter with Confluent Platform Confluent Replicator with Confluent Cloud

and Confluent Operator
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Confluent’'s Streaming Maturity Model - where are you?

4 Central Nervous

W
=
©
>

Global
Streaming

S o SLA Ready, 4
[ ¢ 3 \) Integrated
Pub+Sub Store  Process Streaming
Enterprise
S M Streaming Pilot / 3
S S Early Production
Developer
Interest )

Pre-Streaming ]

Maturity (Investment & time)

Projects

Platform
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Resources and Next Steps

o https://confluent.io

https://confluent.io/cloud

confluent cloud

aaaaaaaaaaaaaaaaaaaa

https://slackpass.io/confluentcommunity
#confluent-cloud

@confluentinc
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http://confluent.io/ksql
http://confluent.io/ksql
https://slackpass.io/confluentcommunity
https://slackpass.io/confluentcommunity

Rate today 's session - Please rate my session!

Cyberconflict: A new era of war, sabotage, and See passes & pricing v Attending Notes
fear Cyberconflict: A new era of war, sabotage, and fear
Do Sangey (The New Tork Taoe) ‘v‘ Add to Your Schedule

9:55am- 10, 10um Wednesday, March 27, 2019 * ASd Comment or Question © 9:55 AM - 10:10 AM, Wed, Mar 27, 2019

Location Hatroom

David Sanger

National Security Correspondent

We're Tiving in a new era of constant sabotage, misinformation, and fear, in which everyone is a target, and you're often the The New York Times

collateral damage in 3 growng conflict among states. From crippling infrastructure to sowing descord and doubt, cyber is now

Q9 Ballroom

the weapon of choice for democraces, dictators, and terrorsts.

David Sanger explains how the rise of cyberweapons has transformed gecpolitics like nothing since the invention of the atomx

bomb. Moving from the White House Situation Room to the dens of Chinese, Russian, North Korean, and lranian hackers to the k .

boardrooms of Silicon Valley, David reveals a world coming face-to-face with the perils of technological revolution—a conflict - eynOtes
that the United States helped start when it began using cyberweapons against lrarsan nuclear plants and North Korean missile

Launches. But now we find curselves in 3 conflict we're uncertain how to control, as our adversaries exploit vulnerabilities in

our hyperconnected nation and we struggle to figure out how to deter these complex, short-of -war attacks. David Sanger expiaine how the rilse of cyberweapons has

transformed geopolitics like nothing since the invention of the
atomic bomb. From crippling infrastructure 10 sowing discord and
doubt, cyber is now the weapon of choice for democracies,

David Sanger
dictators, and terrorists.

The New York Times

David £, Sanger is the national secunity correspondent for the New York Times as well as 2 national security and

political contributor for CNN and a frequent guest on CBS This Marming, Face the Nation, and many PBS shows,

e - r - «a £ - . ‘L

Session page on conference website O'Reilly Events App
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Questions? Feedback?
Let's connect!

Kai Waehner

Technology Evangelist

kontakt@kai-waehner.de
@KaiWaehner
www.kai-waehner.de
www.confluent.io
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